BO QUOC PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tu do - Hanh phic

S6:  [2025/TT-BQP Ha Ngi,ngdy  thang  nam 2025

DU THAO

THONG TU
Sira ddi, bo sung mét s6 Thong tw ciia B trwéng Bé Qudc phong
ban hanh Quy chuén k¥ thuit qudc gia, Danh muc tiéu chuin k§j thuit
ap dung bit budc trong linh vire mit mé dan sy

Can cir Ludt Tiéu chudn va Quy chudn kj thudt ngay 29 thang 6 nam 2006;
Can cir Ludt An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cw Nghi dinh Sd 127/2007/ND-CP ngay 01 thang 8 nam 2007 cua
Chinh phii quy dinh chi tiét thi hanh mét sé diéu cua Lugt Tiéu chudn va Quy

chuan ky thudt, dwoc sia doi, b6 sung mét sé diéu tai Nghi dinh sé
78/2018/ND-CP ngay 16 thang 5 nam 2018 cua Chinh phu,

Can cir Nghi dinh s6 01/2022/ND-CP ngay 30 thang 11 nam 2022 cua
Chinh phu quy dinh chirc nang, nhiém vu, quyén han va co cdu 16 chite cia Bé
Quoc phong; Nghi dinh so 03/2025/ND-CP ngay 28 thang 02 nam 2025 cua
Chinh phii sita doi, bé sung Nghi dinh s6 01/2022/NP-CP ngay 30 thang 11
nam 2022 cia Chink phii quy dinh chirc ndng, nhiém vu, quyén han va co cdu to
chire ciia Bé Quéc phong;

Can cir Nghi dinh s6 09/2014/NP-CP ngay 27 thang 01 nam 2014 cua
Chinh phu quy dinh chirc nang, nhi¢m vu, quyén han va co cau 16 chirc ciia Ban
Co yéu Chinh phii;

Theo dé nghi ciia Trudng ban Ban Co yéu Chinh phi,

B¢ truéng B Quoc phong ban hanh Théng tw Sira doi, bo sung mot
s6 Théng tw ciia B trwong Bé Quoc phong ban hanh Quy chudn ky thudt
qué'c gia, Danh muc tiéu chuan ky thudt ap dung bdt budc trong linh vuc
mdt ma dan su.

Diéu 1. Sira doi, bo sung Thong tw s 87/2024/TT-BQP ngay 26/10/2024
quy dinh Danh muc tiéu chuin ky thuat mat ma ap dung bat bugc cho mé-dun
an toan phan cirng trong hoat dong dinh danh va xac thue di€én tir

Thay thé “Danh muyc tiéu chuan ky thuat mat md ap dung bat
budc cho mo-dun an toan phan ctng trong hoat déng dinh danh va xéac thuc dién
tr” ban hanh kém theo Thong tu s6 87/2024/TT-BQP bang “Danh muyc tiéu chuan
k¥ thuat mat ma ap dung bat budc cho md - dun an toan phan cing trong hoat
dong dinh danh va xac thuc dién tir”” ban hanh tai Phu luc kém theo Thong tu nay.



Pi¢u 2. Ban hanh kém theo Thong tw nay 02 sira ddi quy chuin k§y
thuat quoc gia gom:

1. Stra ddi 1:2025 QCVN 15:2023/BQP Quy chuén k¥ thuat qubc gia vé
dac tinh k¥ thuat mat ma st dung trong cac san phém mat ma dan su thudc
nhom san ph:flm bao mat dir li€u luu gitr;

2. Sira d6i 1:2025 QCVN 12:2022/BQP Quy chuan k§y thuét qudc gia vé
dac tinh ky thuat mat ma str dung trong cac san phém mat ma dan su thuoc
nhém san pham bao mat ludng IP sir dung cong nghé IPsec va TLS.

Diéur3. Ban hanh kém theo Thong tu ndy QCVN 04:2025/BQP Quy chuan
k¥ thuat quoc gia ma hoa dir liéu sir dung trong linh vuc ngan hang.

Picu 4. Hiéu lwe thi hanh
1. Thong tu nay c6 hiéu luc thi hanh ké tir ngdy ... thang ... niam 2025.

2. QCVN 04:2016/BQP Quy chudn ki thuat qudc gia ma hoa dir liéu sir
dung trong linh vuc ngan hang ban hanh kém theo Thong tu s6 161/2016/TT-BQP
ngay 21/10/2016 cua Bo truong Bo Qudc phong ban hanh Quy chuan k¥ thuat
qudc gia vé mat mi dan su st dung trong linh vyc ngan hang hét hiéu luc ké tir
ngay Thong tu nay co6 hiéu luc.

Piéu 5. T6 chirc thue hién

1. Truong ban Ban Co yéu Chinh phu, Thu truéng cac co quan, don vi, to chirc
va ca nhan c0 lién quan chiu trach nhiém thi hanh Thong tu nay.

2. Trong qua trinh thuc hién, néu phat sinh vudng méc, co quan, to chirc, ca nhan
kip thoi phan anh bang vin ban vé Ban Co yéu Chinh pht (qua Cuc Quén 1y mat ma
dan sy va Kiém dinh san pham mat ma) dé dugc hudng dan hodc nghién ciru sira doi,
b6 sung cho pht hop./.

Noi nhn: , BO TRUONG
- Thu tudng, cac Pho Thu tudéng Chinh phu (dé b/c);

- B9, co quan ngang B9, co quan thudc Chinh phu;

- UBND céc tinh, thanh phé truc thudc Trung uong;

- Tha truéng BQP, CN TCCT;

- Ban Co yéu Chinh phu;

- Cyc Tiéu chuan - Po ludong - Chét luong/BTTM;

- Cuc Kiém tra vin ban QPPL Bo Tu phap;

- Cong béo, Cong TTDTCP;

- Vu Phép ché/BQP;

- Cong TTDTBQP Pai twong Phan Vin Giang
- Luu: VT, BCY. BN110.



Phu luc

DANH MUC TIEU CHUAN KY THUAT MAT MA AP DUNG BAT BUQC CHO MO-PUN AN TOAN
PHAN CUNG TRONG HOAT PONG PINH DANH VA XAC THUC PIEN TU

(Ban hanh kém theo Théng tw sé

/2025/TT-BQP ngay

thang

nam 2025 cua B trueng Bé Quéc phong)

I.  Quy dinh Danh muc tiéu chuan k§y thuat mat ma &p dung bit budc cho mo-dun an tean phan cing trong hoat
dong dinh danh va xac thue dién tir

STT | Loai tiéu chuan

Ky hiéu tiéu chuan

Tén day du caa tiéu chuan

Quy dinh ap dung

Tiéu chuan vé dic tinh ky thuat mat ma

Mat ma doi
1 | xang vache do
hoat dong

TCVN 14263:2024

Cong nghé théng tin - Ky
thuat an toan - Thuat toan ma
khoi MKV.

TCVN 11367-
3:2016 (ISO/IEC
18033-3:2010)

Cong nghé thong tin — Cac
ky thuat an tgén — Thuat ;oén
mat ma — Phan 3: Ma khoi.

TCVN 12213:2018

(ISO/IEC
10116:2017).

Cong nghé thong tin — Cac
ky thuat an toan — Ché do
hoat dong cia ma khéi n-bit
trong CNTT.

ISO/IEC
19772:2020

An toan thong tin — M& hoéa
c6 s dung Xxa&c thuc
(Information  security —
Authenticated encryption)

NIST Special

Recommendation for Block

- Ap dung it nhat mot trong hai tiéu chuan
TCVN 14263:2024, TCVN 11367-3:2016
(ISO/IEC 18033-3:2010) va it nht mot
trong ba tiéu chuan vé ché do hoat dong
cta ma khoi.

- Str dung mot trong ba thuat toan MKV,
AES hoic TDEA.

- Béi véi thuat toan MKV

+ Str dung khoa k c6 d6 dai la 128 bit,
192 bit hoiic 256 bit:

+ Str dung mot trong cac ché do: CBC,
CFB, OFB, GCM, CCM, CTR.

- Béi véi thuat toan AES:

+ Str dung khoéa co6 kich thudc la 128 bit,
192 bit hoac 256 bit;




STT | Loai tiéu chuan | Ky hiéu tiéu chuan | Tén diy du caa tiéu chuan Quy dinh 4p dung
Publication 800-38E | Cipher Modes of Operation: | + Str dung mét trong cac ché do: CBC,
The XTS-AES Mode for|CFB, OFB, GCM, CCM, CTR, XTS.
Confidentiality on Storage | - péi véi thuat toan TDEA:
Devices + Sir dung d¢ dai khéa cé kich thuéc 1
192 bit;
+ Sir dung maot trong cac ché do: CBC,
CFB, OFB, CTR.
A A _ | Ap dung mot trong céc thuat toan mat méa
Cong ngh¢ thong tin — Cac | g4
TCVN 11367- ky thuat an to@n —Thuat toan | _ pi vasi thuat toan RSA:
2:2016 mat ma — Phan 2: Mat ma '
+ Ap dung luge d0 RSAES-OAEP dé
mé& hoa va RSASSA-PSS de¢ ky.
Mt ma phi déi - Déi véi thuat toan ECDSA, ECDH:
2 | xingvachirky |PKCS#1 RSA Cryptography Standard | 256 =nlen = 384

SO

ANSI X9.62-2005

Public Key Cryptography for
the  Financial  Services
Industry: The Elliptic Curve
Digital Signature Algorithm
(ECDSA)

+ Ap dung ECDH d¢ phan phi khéa va
ECDSA dé ky.

- Béi véi thuat toan DSA, DH:
+2048 <L <3072, 256 <N < 384.

+ Ap dung DH d¢ phan phoi khéa va
DSA dé ky.




STT | Loai tiéu chuan | Ky hiéu tiéu chuan | Tén diy du caa tiéu chuan Quy dinh 4p dung
Cdng ngh¢ thdng tin-Cac ky | St dung mét trong cac thuat toan sau:
TCVN 11816-3:2017 thuat an toan-Ham bam-Phan | SHA-256, SHA-384, SHA-512-256,
3: Ham bam chuyén dung SHA-512, SHA3-256, SHA3-384, SHA3-
At o7 Tx 512.
3 | Thuat toan bam SHA-3 Standard:
EIPS PUB 202 Permutation-Based Hash and

Extendable-Output
Functions

Thuat toan xac
thuc thong diép

TCVN 11495-1:2016

Co6ng nghé théng tin - Cac
ky thuat an toan - M& xac
thuc thong diép (MAC) -
Phan 2: Co ché sir dung ham
bam chuyén dung.

FIPS PUB 202

SHA-3 Standard:
Permutation-Based Hash and
Extendable-Output
Functions

Str dung mot trong cac thuat toan sau:
HMAC-SHA-256-128, HMAC-SHA-256,
HMAC-SHA-384-192, HMAC-SHA-384,
HMAC-SHA-512-256, HMAC-SHA-512,
HMAC-SHA3-256, HMAC-SHA3-384,
HMAC-SHA3-512.

Ham dan xuét
khoa

NIST SP 800-132

Recommendation for
Password-Based Key

Derivation Part 1: Storage
Applications

Ap dung PBKDF2, phién ban 2.0 tro Ién
(néu co).

Bo tao bit ngau
nhién

TCVN 12853:2020

Cac kg thuat an toan - Bo tao
bit ngau nhién

Ap dyng mat trong bon tiéu chuan va sir
dung mot trong cac bo tao bit ngau nhién




STT | Loai tiéu chuan | Ky hiéu tiéu chuan | Tén diy du caa tiéu chuan Quy dinh 4p dung
Recommendation for sau:
Random Number Generation | Hash_DRBG, HMAC_DRBG,
NIST SP800-90A Using Deterministic Random | CTR_DRBG(AES), MS_DRBG,
Bit Generators MQ_DRBG, XOR-NRBG,
_ Oversampling-NRBG.
NIST SP 800-90C Recommen_datlon for
Random Bit Generator
(RBG) Constructions
A proposal for:
AlS-31 Functionality classes for
random number generators
Ly trit c4 Recommendation for Block | Cac tham s an toan phai ap dung AES
7 thuu v cact 5 SP800-38F Cipher Modes of Operation: | ch¢ do6 KW hqac KWP @& ma hoa duoc
am S6 an toan Methods for Key Wrapping | luu trir trén thiét bi.
e ia Cryptographic Token Phién ban 2.2 tro Ién
8 Giao di¢n lap PKCS#11 Interface Base Specification

trinh &tng dung




Il.  Quy dinh vé m& HS ciia md-dun an toan phan cing

STT Ten sin p.)haml hangAhoa theo quy Ma HS M@ ta san pham hang hda
dinh ctia Thong tw
01 8471.30.90
02 S? " ph? m mat maldan Su th~uoc "3“0”? 8471.41.90 San pham sinh khoa mat ma, quan 1y hoic
san pham sinh khéa mat ma, quan ly lru trit Khoa mat mé
03 | hoic luu trir khoa mat ma. 8471.49.90 - :
04 8471.80.90

Giai thich chir viét tit va ky hiéu:

Chir viét tit

Tén tiéng anh

Tén tiéng viét

AES Advanced Encryption Standard Tiéu chuan ma hoa tién tién

CBC Cipher Block Chaining Mode Ché d6 mac xich khbi ma

CCM Counter with Cipher Block Chaining Bo dém vai ma xéc thuc théng béo khdi ma hoa
Message Authentication Code

CFB Cipher Feedback Mode Ché d6 phan hoi ban ma

CTR Counter Mode Ché d6 b dém

CTR_DRBG Counter - Deterministic Random Bit B6 tao bit ngau nhién tt dinh dua trén bo ¢ém




Chir viét tat Tén tiéng anh Tén tiéng viét

Generator

DRBG Deterministic Random Bit Generator B6 tao bit ngau nhién tat dinh

DSA Digital Signature Algorithm Thuat toan chir ky s6

ECDSA Elliptic Curve Digital Signature Algorithm | Thuat toan chit ky sb dua trén dudng cong Elliptic

GCM Galois/Counter Mode Ché do Galois/Bo dém

Hash_ DRBG Hash Deterministic Random Bit Generator | B¢ tao bit ngau nhién tat dinh dua trén ham bam

HMAC Hashed Message Authentication Code Ma xac thuc théng bao dya trén ham bam

HMAC DRBG HMAC - Deterministic Random Bit Bo tao bit ngau nhién tat dinh dva trén HMAC
Generator

HS Harmonized Commodity Description and | Hé thong hai hoa mé ta va ma hda hang hoa
Coding System

KW Key Wrap Boc khoa

KWP Key Wrap with Padding Boc khda vai dém

MKV Ma khéi Viét

MQ DRBG Multivariate Quadratic Deterministic B6 tao bit ngau nhién tat dinh bac hai da bién

Random Bit Generator




Chir viét tat Tén tiéng anh Tén tiéng viét
MS DRBG Micali-Schnorr Deterministic Random Bit | B tao bit ngau nhién tit ¢inh Micali Schnorr
Generator
NIST National Institute of Standards and Vién Tiéu chuan va Ky thuat quéc gia (Hoa Ky)
Technology
NRBG Non-deterministic Random Bit Generator | B¢ tao bit ngau nhién bat dinh
OFB Output Feedback Mode Ché d6 phan hoi dau ra

Oversampling-NRBG

Bo tao bit ngau nhién bat dinh theo cau tric Oversampling. Puoc trinh bay trong tai liéu SP 800-

90C cua NIST.

PBKDF2 Password-Based Key Derivation Function | Ham dan xuat khoa dya trén mat khau 2
2

PKCS Public Key Cryptography Standards Cac tiéu chuan mat ma khoa cong khai

QCVN Quy chuan k¥ thuat qudc gia

RSA Rivest - Shamir - Adleman Tén cua hé ma do ba nha toan hoc Rivest, Shamir va
Adleman phéat minh

SHA Secure Hash Algorithm Thuat toan bam an toan

SP Special Publication An pham dac biét (Vién Tiéu chuan va Ky thuat
quoc gia Hoa Ky)

TCVN Tiéu chuan quéc gia




Chir viét tat Tén tiéng anh Tén tiéng viét
TDEA Triple Data Encryption Algorithm Thuat toan ma hoa dir liéu Triple-DES
XOR-NRBG ﬁ(i)st'ia'o bit ngau nhién bat dinh theo cau tric XOR. Pugc trinh bay trong tai liéu SP 800-90C cua
XTS XEX-based tweaked-codebook mode with | Ché ¢6 ma khéi hep
ciphertext stealing
Ky higu Mo té
nlen Pdi voi thuat todn RSA: nlen 1a 6 dai modulo theo bit;
Ddi vé6i thuat toan ECDSA: nlen 1a d6 dai theo bit cua cip caa phan ti sinh
L Ddi vé6i thuat toan DSA: L 1a d6 dai cua tham sé mién p theo bit
N Déi véi thuat toan DSA: N 1a do dai cua tham sé mién q theo bit




CONG HOA XA HOI CHU NGHIA VIET NAM

DY THAO

SUA BOI 01:2025 QCVN 12:2022/BQP

QUY CHUAN KY THUAT QUOC GIA
VE PAC TiNH KY THUAT MAT MA SI¥ DUNG TRONG CAC SAN
PHAM MAT MA DAN S THUOC NHOM SAN PHAM BAO MAT
LUONG IP S’ DUNG CONG NGHE IPSEC VA TLS
Amendment 1:2025 QCVN 12:2022/BQP
National technical regulation on cryptographic technical specification

used in civil cryptography products under IP security products group
with IPsec and TLS

HA NOI - 2025



SUA BOI 01:2025 QCVN 12:2022/BQP



SUA BOI 01:2025 QCVN 12:2022/BQP
Loi noéi dau

SUA BOI 01:2025 QCVN 12:2022/BQP do Ban Co yéu
Chinh phu bién soan, Ban Co yéu Chinh phu trinh duyét,
B& Khoa hoc va Céng nghé thdm dinh, Bd trwéng Bo
Qubc phong ban hanh theo kém Théng tw sb ..... /2025/TT-
BQP ngay ... thang ....nam 2025.

Stra dbi 01:2025 QCVN 12:2022/BQP chi bao gdm ndi
dung stra dbi, bd sung mét sé quy dinh ciia QCVN
12:2022/BQP. Céac ndi dung khéng duoc néu tai Stra ddi
01:2025 nay thi tiép tuc &p dung QCVN 12:2022/BQP ban
hanh kém theo Théng tw sb 23/2022/TT-BQP ngay
04/4/2022 cta Bo truéng Bo6 Quéc phong.



SUA BOI 01:2025 QCVN 12:2022/BQP



SUA POI 01:2025 QCVN 12:2022/BQP QUY CHUAN KY THUAT QUOC GIA
VE PAC TiNH KY THUAT MAT MA S’ DUNG TRONG CAC SAN PHAM MAT MA
DAN S THUOC NHOM SAN PHAM BAO MAT LUONG IP S’ DUNG
CONG NGHE IPSEC VA TLS
Amendment 1:2025 QCVN 12:2022/BQP National technical regulation on
cryptographic technical specification used in civil cryptography products under IP
security products group with IPsec and TLS

B sung tai muc 1.3 Tai liéu vién dan tai liéu sau vao phan dau tién sau tiéu d& muc 1.3:
TCVN 14263:2024 “Cong nghé thong tin - Ky thuat an toan - Thuét toan ma khéi MKV”
B sung tai muc 1.5 Chif viét tat dong sau:

Chip viét tat Tén tiéng anh Tén tiéng viét

MKV M4 khéi Viét
B sung tai muc 1.6 Ky hiéu dong sau:

Ky hiéu M6 ta

k Khoa cla thuat toan ma héa dbdi xrng MKV
Thay thé muc 2.2.1.1 nhw sau:

2.2.1.1 Thuat todn mat ma déi xirng
- St dung thuat toan trong danh sach sau:

STT Thuat toan Tham chiéu
[TCVN 14263:2024],
1 MKV
[TCVN 12213]
[TCVN 11367-3],
, AES [TCVN 12213],
[SP 800-38D)],
[RFC 4309]
3 TDEA
" [TCVN 11367-3],
4 Camellia [TCVN 12213]
5 SEED
[TCVN 11367-3],
6 CAST [RFC 2612]
7 GOST R 34.12-2015 [TCVN 12213
e [RFC 7801]




SUA BOI 01:2025 QCVN 12:2022/BQP

Thay thé muc 2.2.2.1 nhw sau:

2.2.2.1 Thuat todn mat ma déi xirng

STT Thuat toan KI,Ch thu’o’c_ Cac che,dg cho phép S‘l’:l’ dupg
khoa theo bit st dung dén nam
128, 192 hoac CBC, CFB, OFB, GCM,
1 MKV 256 CCM, CTR 2030
128, 192 hoac CBC, CFB, OFB, GCM,
2 AES 256 CCM, CTR 2030
3 TDEA 192 CBC, CFB, OFB, CTR 2030
. 128, 192 hoac CBC, CFB, OFB, GCM,
4 Camellia 256 CCM. CTR 2030
CBC, CFB, OFB, GCM,
5 SEED 128 CCM. CTR 2027
128 2027
6 CAST CBC, CFB, OFB, CTR
256 2030
GOST
7 R 34.12-2015 256 CCM, GCM, CBC 2030
Thay thé muc 2.2.2.2 nhw sau:
2.2.2.2 Thuat to4n mat ma phi déi xirng
STT Thuat toan Kich thwéc tham sé theo bit Str dung
) den nam
nlen = 2048 2027
1 RSA
2048 < nlen < 3072 2030
L = 2048,
_ 2027
DSA, N = 256
2 DH
2048 < L <3072,
2030
256 <N <384
3 ECDH
256 < nlen < 384 2030
4 ECDSA




SUA BOI 01:2025 QCVN 12:2022/BQP

STT Thuat ton Kich thwéc tham sé theo bit Strdung
den nam
5 GOST R 34.10-2001
256 < nlen < 384 2030
6 GOST R 34.10-2012
CHU THiICH:

Céc tiéu chuan cho tham sb an toan, cac thuat toan sinh, cac bo tham sb cu thé cho cac thuat toan RSA,
DSA, ECDSA trong quy chuan nay ap dung theo tiéu chuan FIPS 186-4.

CAc bo tham sb cu thé cho thuat todn GOST R 34.10-2001, GOST R 34.10-2012 trong quy chudn nay ap
dung theo RFC 5832 va RFC 7091.

Thay thé théi gian dwoc phép st dung tai cot “Str dung dén ndm” trong cac bang tai muc
2.2.2.3vamuc 2.2.2.4 nhw sau:

Stra nam “2027” thanh nam “2030”.

B6 sung muc 3.4 nhw sau:

3.4 Chap nhan két qua thtr nghiém ctia t& chirc thir nghiém trong nuéc duoc chi dinh va to
chire thty pghiém nwéc ngoai dwgrc cong nhén,phu hop véi tiéu phuén ISO/IEC 17025 theo
cac yéu cau ky thuat twong tng trong Quy chuan nay. Ban Co yeu Chinh phd xem xét chap
nhan cac két qua th&r nghiém cla cac to chirc thir nghiém dd nang lwc phuc vu cho qua
trinh danh gia.




CONG HOA XA HOI CHU NGHIA VIET NAM

DY THAO

SUA POI 01:2025 QCVN 15:2023/BQP

QUY CHUAN KY THUAT QUOC GIA
VE PAC TiNH KY THUAT MAT MA SU’ DUNG TRONG
CAC SAN PHAM MAT MA DAN SU THUOC NHOM SAN PHAM
BAO MAT DU LIEU LUU GIIF

Amendment 1:2025 QCVN 15:2023/BQP
National technical regulation on security of cryptographic
used in civil cryptography products belong to data
storage security product group

HA NOI — 2025



SUA BOI 01:2025 QCVN 15:2023/BQP



SUA BOI 01:2025 QCVN 15:2023/BQP
Loi noéi dau

SUA BOI 01:2025 QCVN 15:2023/BQP do Ban Co yéu
Chinh phu bién soan, Ban Co yéu Chinh phu trinh duyét,
B& Khoa hoc va Céng nghé thdm dinh, Bd trwéng Bo
Qudc phong ban hanh theo kém Théng tw sb ..... /2025/TT-
BQP ngay ... thang ....nam 2025.

Stra dbi 01:2025 QCVN 15:2023/BQP chi bao gébm ndi
dung stra dbi, bd sung mét sé quy dinh ciia QCVN
15:2023/BQP. Cac ndi dung khéng dwoc néu tai Stra ddi
01:2025 nay thi tiép tuc &p dung QCVN 15:2023/BQP
ban hanh kém theo Théng tw sb 96/2023/TT-BQP ngay
21/11/2023 ctia B& truéng B Quéc phong.



SUA BOI 01:2025 QCVN 15:2023/BQP



SUA BOI 01:2025 QCVN 15:2023/BQP QUY CHUAN KY THUAT QUOC GIA VE BAC
TINH KY THUAT MAT MA SU’ DUNG TRONG CAC SAN PHAM MAT MA DAN SY
THUQC NHOM SAN PHAM BAO MAT DU LIEU LUU GIU

Amendment 1:2025 QCVN 15:2023/BQP National technical regulation on security of
cryptographic used in civil cryptography products belong to data
storage security product group

Bb sung tai muc 1.3 Tai liéu vién dén tai liéu sau vao dong sau tai liéu vién dan QCVN
12:2022/BQP:

TCVN 14263:2024 “Coéng nghé théng tin - Ky thuat an toan - Thuat toan ma khdi MKV~
B& sung tai muc 1.5 Ché viét tit dong sau:

Chip viét tat Tén tiéng anh Tén tiéng viét

MKV Ma khoi Viét
B& sung tai muc 1.6 Ky hiéu dong sau:

Ky hiéu MO ta

K Khoa cla thuat toan ma héa dbéi xrng MKV

Thay thé Bang 1 Muc 2.1.1 bang:
Bang 1 - Danh muc thuat toan ma héa déi xirng dworc phép sir dung

STT Thuat toan Tham chiéu

1 MKV [TCVN 14263:2024]

[TCVN 11367-3],

2 TDEA
[TCVN 12213],
[SP 800-38E],
3 AES [SP 800-38D]
[TCVN 12213],
4 GOST R 34.12-2015

[RFC 7801]

Thay thé Bang 7 muc 2.2.1 bang:

Bang 7 — Quy dinh vé dac tinh ky thuat va th&i gian 4p dung déi véi thuat toan ma héa déi
xung



SUA BOI 01:2025 QCVN 15:2023/BQP

STT Thuat toan Klf:h thwo’c_ Céac che’dg cho phép | St dl_Jvng den
khoa theo bit st dung nam
128, 192 hoac CBC, CFB, OFB, GCM,
1 MKV 256 ccM, CTR 2030
2 TDEA 192 CBC 2030
3 AES 128, 192 hoac | XTS, CCM, GCM, CBC, 2030
256 KW, KWP
GOST 2030
4 R 34.12-2015 256 CCM, GCM, CBC

Thay thé muc 2.2.2 nhw sau:

2.2.2 Thuat toan mat ma phi déi xirng

Viéc sir dung thuat toan mat ma phi di xirng phai tuan tha cac quy dinh sau:

Bang 8 — Quy dinh vé dic tinh ky thuat va th&i gian ap dung déi véi thuat toan mat
ma phi déi xtrng

STT Thuat toan Kich thwéc tham sé theo bit Str dung
déen nam
nlen = 2048 2027
1 RSA
2048 < nlen < 3072 2030
L = 2048,
) 2027
DSA, N = 256
2 DH
2048 <L 3072,
2030
256 < N < 384
3 ECDH
256 < nlen < 384 2030
4 ECDSA
5 GOST R 34.10-2001
256 < nlen < 384 2030
6 GOST R 34.10-2012
CHU THICH:
Cac tiéu chudn cho tham sb an toan, cac thuat toan sinh, cac bo tham sb cu thé cho cac thuat toan RSA,
DSA, ECDSA trong quy chuan nay ap dung theo tiéu chun FIPS 186-4.
C4c bd tham sbé cu thé cho thuat toan GOST R 34.10-2001, GOST R 34.10-2012 trong quy chuén nay ap
dung theo RFC 5832 va RFC 7091.




Thay thé thoi gian dwoc phép st dung tai cot “Ste dung dén nam” trong cac bang 9 muc
2.2.3, bang 10 muc 2.2.4, bang 11 muc 2.2.5 va bang 12 muc 2.2.6 nhw sau:

Stra nam “2027” thanh nam “2030”.

Thay thé muc 3.4 bang:

3.4 Chap nhan két qua thtr nghiém cla td chirc thir nghiém trong nwéc dwoc chi dinh va td
chirc thir nghiém nwéc ngoai dwoc cong nhan phu hop voi tiéu chuén ISO/IEC 17025 theo
cac yéu ciu ky thuat twong (rng trong Quy chuan nay. Ban Co yéu Chinh phi xem xét chap
nhan cac két qua thlr nghiém ctia cac té chirc thlr nghiém dd nang lwc phuc vu cho qua
trinh danh gia.
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L&i néi dau

QCVN 4:2025/BQP do Ban Co yéu Chinh pht bién soan, Ban
Co yéu Chinh phu trinh duyét, B6 Khoa hoc va Céng nghé
thdm dinh, B6 trwéng B6 Qudc phong ban hanh theo kém
Thong tw sb .. [2025/TT-BQP ngay ... thang
nam 2025.

QCVN 04:2025/BQP thay thé QCVN 04:2016/BQP Quy chuan
ky thuat qudc gia ma hoa div liéu st dung trong linh vuwc ngan
hang ban hanh kém theo Théng tw sb 161/2016/TT-BQP ngay
21/10/2016 clGa Bo trwdng Bd Québc phong ban hanh Quy
chuén ky thuat quéc gia vé mat ma dan sw st dung trong linh
vye ngan hang.



QUY CHUAN KY THUAT QUOC GIA VE MA HOA DU LIEU SU DUNG
TRONG LINH VU'C NGAN HANG

National technical regulation on data encryption used in banking

1 QUY BINH CHUNG

1.1 Pham vi diéu chinh

Quy chuén ky thuat qudc gia nay quy dinh mdc gi¢i han cac déc tinh ky thuat mat ma cda
cac thuat téa ma hoa dir liéu ding trong cac san phdm mat ma dan sw s dung trong linh
vire ngan hang.

1.2 Péitwong ap dung

Quy chuén nay ap dung déi v&i cac t chirc, ca nhan san xuét, kinh doanh va st dung san
phadm mat ma dan sw trong linh viwc ngan hang; cac té chirc tin dung (tri» quy tin dung nhan
dan co s& c6 tai san dwdi 10 ty déng, td chire tai chinh vi md) st dung san pham, dich vu
mat ma dan sw.

1.3 Tailiéu vién dan

TCVN 14263:2024 “Cong nghé thdng tin - Ky thuat an toan - Thuat toan ma khéi MKV”.

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) “Cbéng nghé théng tin — Cac ky thuat an toan
— Thuat todn mat ma — Phan 3: Ma khéi”.

TCVN 12213:2018 (ISO/IEC 10116:2017) “Céng nghé thdng tin - Cac ky thuét an toan - Ché
dé hoat déng cua ma khéi n-bit”.

TCVN 11816 (ISO/IEC 10118) “Cbéng nghé théng tin - Cac ky thuat an toan - Ham bam -
Phéan 3: Ham bdm chuyén dung’.

TCVN 11495-1:2016 (ISO/IEC 9797-1:2011) “Cbng nghé thdng tin — Cac ky thuat an toan —
Ma xac nhan théng diép”.

National Institute of Standards and Technology, Special Publication 800-38E
“‘Recommendation for Block Cipher Modes of Operation: the XTS-AES Mode for
Confidentiality on Storage Devices”, January 2010.

National Institute of Standards and Technology, Special Publication 800-38D
“‘Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and
GMAC”, November 2007.

[RFC7801]: “GOST R 34.12-2015: Block Cipher “Kuznyechik™, Internet Engineering Task
Force (IETF), March 2016.

1.4 Giai thich twe ngip

Trong Quy chuén nay, cac tlr nglr dwdi day dwoc hiéu nhw sau:

1.4.1. Thoéng tin khdng thuéc pham vi bi mat nha nwéc

La théng tin khéng thudc nodi dung tin “tuyét mat”, “t6i mat” va “mat” dwoc quy dinh tai Luat
bao vé bi mat nha nwéc ngay 15 thang 11 nam 2018.

1.4.2. Mat ma



QCVN 4:2025/BQP

La nhirng quy téc, quy wéc riéng dung dé thay ddi hinh thire biéu hién théng tin nham bao
dam bi mat, xac thwc, toan ven cua ndi dung thong tin.

1.4.3. Mat ma dan sw

La ky thuat mat ma va san phdm mat ma dwoc st dung d& bao mat hodc xac thwe dbi voi
thong tin khdng thudéc pham vi bi mat nha nwéec.

1.4.4. San pham mat ma dan sw

La céc tai liéu, trang thiét bj ky thuat va nghiép vu mat ma dé bao vé thong tin khong thudc
pham vi bi mat nha nudec.

1.4.5. Ky thuat mat ma

La phwong phap, phwong tién c6 rng dung mat ma dé bao vé thong tin.
1.4.6. Ma hoa

La qué trinh dung k¥ thuat mat ma dé thay déi hinh thirc biéu hién thdng tin.
1.4.7. Gidi ma

La phép bién dbi ngwoc cla qua trinh ma héa twong &ng.

1.4.8. Ma khéi

Hé mat doi xtrng véi tinh chat 1a thuat toan méa hoa thao tac trén mét khoi clia ban 16, nghia
la trén mo6t xau bit cé dd dai xac dinh, két qua cho ra mét khoi cia ban ma.

1.4.9. Ma dong

Hé mat doi xtrng vai tinh chat 1a thuat toan ma héa bao gébm t6 hop mét day cac ky ty clia
ban rd v&i day cac ky tw ctia khdéa dong, maoi lan mot ky tw, st¢ dung mét ham kha nghich.

1.4.10. Khoa
La day ky tw diéu khién hoat dong cla bién di mat ma.
1.4.11. Khéa dong

La day cac ky tw gid ngau nhién bi mat, dwoc st dung bdi cac thuat toan ma hoa va giai
ma cda ma dong.

1.4.11. Mat ma déi xirng

La mat ma trong do khda dwoc st dung cho cac phep ma hoa, giai ma la tring nhau hoéac
dé dang tinh toan dwoc khda mé hoa khi biét khéa giai ma va ngwoc lai.

1.5 Chir viét tat

Chip viét tat Tén tiéng anh Tén tiéng viét
AES Advanced Encryption Standard ~ Tiéu chuidn ma hda tién tién
CBC Cipher Block Chaining Mode Ché d6 hoat ddng moc xich khéi ma



CCM

CFB
CTR

FIPS

FIPS PUB

GCM

GOST

KW
KWP
MKV

NIST

OFB
QCVN

RFC

SP

TCVN

TDEA

XTS

Counter with Cipher Block
Chaining Message
Authentication Code

Cipher Feedback Mode
Counter Mode

Federal Information Processing
Standards

Federal Information Processing
Standards Publication

Galois/Counter Mode

Gosudarstvennyy Standart

Key Wrap

Key Wrap with Padding

National Institute of Standards
and Technology

Output Feedback Mode

Request for Comments

Special Publication

Triple Data Encryption Algorithm

XEX-based tweaked-codebook
mode with ciphertext stealing
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B& dém v&i ma xac thwe thong bao
khoi ma hoa

Ché d6 phan héi ban ma

Ché do bd dém

Tiéu chuan x{ ly thong tin lién bang
(Hoa Ky)

Céng bb tiéu chuan xt& ly théng tin
lién bang (Hoa Ky)

Ché do Galois/Bd dém

Tieu chudn qubc gia Lién
bang Nga

Boc khoa
Boc khoéa v&i dém
Ma khéi Viét

Vién Tiéu chuan va Ky thuat quéc
gia (Hoa Ky)

Ché do phan héi dau ra
Quy chuén quéc gia Viét Nam

DPac ta ky thuat do td chirc IETF
(Internet Engineering Task Force)
cong bd

An pham dac biét (Vién Tiéu chuan
va Ky thuat qudc gia Hoa Ky)

Tiéu chuan quéc gia Viét Nam

Thuat todn ma hoéa dir liéu Triple-
DES

Ché do ma khéi hep
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1.6 Ky hiéu
Ky hiéu M6 ta
k Khoa cla thuat toan ma héa dbi xrng MKV

2 QUY PINH KI THUAT

Cac san pham mat ma dan sw s dung trong linh vwc ngan hang tuan tha cac quy
dinh veé thuat téa ma héa doi xwng sau:

2.1 Quy dinh vé thuat toan mat ma
S dung thuat toan trong danh sach sau:
Bang 1 - Danh muc thuat toan ma héa déi xirng dworc phép str dung

STT Thuat toan Tham chiéu
[TCVN 14263:2024],
1 MKV [TCVN 12213]
2 TDEA [TCVN 11367-3],
[TCVN 12213],
3 AES
[SP 800-38E],
4 Camellia [SP 800-38D)]
[TCVN 12213],
5 GOST R 34.12-2015
[RFC 7801]

2.2 Quy dinh vé dac tinh ky thuat va th&i gian st dung
Viéc sir dung thuat toan ma hoa ddi xirng phai tuan tha cac quy dinh sau:

Bang 2 — Quy dinh vé dac tinh ky thuat va théi gian 4p dung déi vé&i thuat toan ma héa déi

xung

STT Thuat toan Klf:h thu’o’c_ Céac che,dg cho phép | St dl_Jvng den

- khda theo bit st dung nam
128, 192 hoac CBC, CFB, OFB, GCM,

1 MKV 256 CCM, CTR 2030

2 TDEA 192 CBC 2030
128, 192 hoac XTS, CCM, GCM, CBC,

3 AES 256 CFB, OFB, KW, KWP 2030
. 128, 192 hoac CBC, CFB, OFB, GCM,

4 Camellia 256 CCM. CTR 2030

GOST
5 R 34.12-2015 256 CCM, GCM, CBC 2030
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2.3 Quy dinh vé an toan trong str dung

— Trong boc khoa bang thuat toan ma hoéa dbi xirng phai st dung mét trong cac ché do
sau: KW, KwWP, CCM, GCM, CBC.

— Cac khdéa mat ma chi dwoc sir dung cho mét muc dich, khéng dwoc phép st dung chung
khoa d& ma hoa khoa va ma hoa di liéu.

3  QUY PINH VE QUAN LY

3.1 Cac murc gi¢i han cta dac tinh ky thuat mat ma néu tai Quy chudn nay la céac chi tiéu
chéat lwong phuc vu quan ly theo quy dinh vé quan Iy chat lwong san phdm mat ma dan sw
dwoc quy dinh tai Luat an toan thdng tin mang ngay 19 thang 11 nam 2015.

3.2 Cong bd hop quy, chirng nhan hop quy, kiém tra chat lwong san pham, khac phuc hau
qua khi bi x& phat vi pham hanh chinh theo Théng tw sé 28/2012/TT-BKHCN ngay
12/12/2012 cla B6 khoa hoc va Céng nghé quy dinh vé cong bb hop chuan, céng bb hop
quy va phwong thirc danh gia sw phi hop véi tiéu chuén, quy chuan ky thuat, trong Quy
chuan nay duwoc thuc hién theo phwong thirc 1; Thong tw sé 02/2017/TT-BKHCN ngay
31/3/2017 cla Bd khoa hoc va Céng nghé sira dbi, bd sung mot s diéu ctia Thong tw s6
28/2012/TT-BKHCN ngay 12/12/2012; Nghi dinh sé 126/2021/ND-CP ngay ngay 30 thang
12 ndm 2021 ctia Chinh pha sira déi, bd sung mét sé diéu cta cac nghj dinh quy dinh xd
phat vi pham hanh chinh trong linh vuc s& hiru cong nghiép; tiéu chuan, do lwdng va chat
lwong sadn pham, hang hoa; hoat déng khoa hoc va céng nghé, chuyén giao céng nghé;
nang lwong nguyén tr; Thong tw s6 06/2020/TT-BKHCN ngay 10/12/2020 ctia Bd Khoa hoc
va Cong nghé quy dinh chi tiét va bién phap thi hanh mét sb diéu Nghj dinh sb 132/2008/ND-
CP ngay 31 thang 12 ndm 2008, Nghi dinh sb 74/2018/ND-CP ngay 15 thang 5 ndm 2018,
Nghi dinh s6 154/2018/ND-CP ngay 09 thang 11 nd&m 2018 va Nghi dinh s6 119/2017/ND-
CP ngay 01 thang 11 nam 2017 ctia Chinh phua va cac van ban quy pham phap luat cé lién
quan. Quan ly cdng bb hop quy dua trén két qua chirng nhan cda tdé chire chirng nhan dwoc
chi dinh theo quy dinh ctia phap luat.

3.3 D4u hop quy dwoc stiv dung true tiép trén san phadm hodc trén bao géi hoac trén nhan
gan trén san pham hoac trong ching chi chét lwong, tai liéu ky thuat cha san pham.

3.4 Chap nhan két qua th&» nghiém cta td chirc thir nghiém trong nwéc dwoc chi dinh va to
chtre thtr nghiém nwéc ngoai dwoc cdng nhan phu hop véi tiéu chuan ISO/IEC 17025 theo
cac yéu cau ky thuat twong (rng trong Quy chuan nay. Ban Co yéu Chinh pht xem xét chap
nhan cac két qua th& nghiém cda cac té chirc thi nghiém da ndng lwc phuc vu cho quéa
trinh danh gia.

3.5 Cuc Quan ly mat ma dan sy va Kiém dinh s&n phdm mat ma - Ban Co yéu Chinh phu
la co quan tiép nhan cong bé hop quy, kiém tra nha nwéc vé chat lwong sdn phdm mat ma
dan suw.

4 TRACH NHIEM CUA TO CHUC, CA NHAN

Céc tb chirc, ca nhan c6 hoat ddng san xuét, kinh doanh san phdm mat ma dan sw thudc
pham vi diéu chinh cta quy chudn nay c6 trach nhiém thwc hién cac quy dinh vé chirng
nhan, cong bd hop quy va chiu sw kiém tra cla co quan quan ly nha nwéc theo cac quy
dinh hién hanh.
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5 TO CHUC THUC HIEN

5.1 Ban Co yéu Chinh phu gitp Bo trwéng Bd Qudc phong ra soét, stra déi, bd sung hoac
ban hanh thay thé Quy chuan nay dé ddm bao phu hop véi thuce tién va dap tng yéu cau
quan ly.

5.2 Cuc Quan Iy mat ma dan sy va Kiém dinh s&n phdm mat ma - Ban Co yéu Chinh phu
c6 trach nhiém hwéng dan, to chire trién khai quan ly kj thuat mat ma theo Quy chuan nay.

5.3 Thanh tra, kiém tra sdn phdm mat ma dan sy dwoc co quan quan ly nha nwéc c6 thAm
quyén tién hanh dinh ky hang ndm hoac dét xuat./.
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